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Abstract 

We propose an early 

entry point for orienting 

product design 

conversations around 

privacy: a framework to 

help product developers 

identify and develop 

usages that resonate 

with end user and 

service provider 

information flow 

expectations. This tool 

is grounded in Helen 

Nissenbaum’s analytic 

privacy framework of 

contextual integrity and 

extends that framework 

by offering a way of orienting value propositions and 

information architectures to the roles, rights, duties, 

and experiences most relevant to users within the 

particular social contexts in which a new product will be 

used.  

Author Keywords 

Privacy; design; policy; contextual integrity; social 

context; facets framework 

ACM Classification Keywords 

K.4.1. Public Policy Issues: Privacy 

Introduction 

Although critical to protecting customer and company 

interests, privacy guidance frameworks may be 

regarded as confusing or worrying to the product teams 

responsible for implementing them. In part, this is due 

to the under-specificity of the frameworks themselves. 

Privacy by Design (PbD) principles, for example, urge 

IT architects and operators to embed “user-friendly 

options” into products by default, at the point of 

inception [1]. However, little guidance is provided as to 

what options end-users will regard as “friendly” across 

a wide variety of real-world experiences. Under what 

circumstances should data be private by default? What 

characteristics of privacy notices render them 
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appropriate? What notification elements ensure 

transparency, for whom, and in what situations?  

More broadly, how can privacy professionals within 

corporations help product developers begin to explore 

answers to these and other questions early in the 

product lifecycle?  

 

Contextual Integrity 

In answering this question, we take as our starting 

point the privacy framework of contextual integrity, 

which suggests that individuals are exquisitely sensitive 

to the social norms that govern the appropriateness of 

information flow within particular social contexts [2]. 

The information freely shared with one’s doctor in the 

context of a confidential health care visit, for example, 

differs from the information willingly shared with 

colleagues at the water cooler, or students in the 

classroom.  

 

The appropriateness of information flow is in turn held 

to be a function of, among other things, contextual 

norms and values underlying the structured social 

setting in which a new technology or system is 

situated. In applying contextual integrity, one first 

assesses canonical roles, power structures, hierarchies, 

activities, norms, and internal values that are present 

in a given social context (e.g., the doctor’s office, the 

workplace, or the home).1 

                                                 
1 Formally, a Contextual Integrity analysis proceeds in two parts.  

The first entails a descriptive analysis of which disruptions are 
introduced by a new technology, focusing on the three 
parameters of information attributes, actors, and transmission 
principles.  The second entails a normative analysis of how 

Applying Contextual Integrity: the Facets 

Framework  

As a practical matter, it can be challenging for 

practitioners to identify contextual norms and values. 

Not only do social contexts vary dramatically from one 

another, each social context is itself site of several 

distinct but overlapping sub-contexts, or “facets,” in 

which it is common to share different types of 

information with different people for different reasons.   

To help product developers within companies apply the 

norms element of the contextual integrity framework to 

a particular social context, we lay out five questions 

that they can ask (sidebar) at the beginning stages of 

any project. We developed these questions (and the 

home life application in Table 1) throughout the course 

of analyzing a large corpus of smart home qualitative 

interview data conducted by the first two authors in 

June and July, 2015. After developing the framework, 

we applied it to the analysis of home- and building-

oriented qualitative survey data analyzed by the third 

author in December, 2015 [3]. We collectively realized 

that by asking these questions at the outset of a 

project, designers can identify and articulate a wealth 

of privacy-minded observations that can be further 

interrogated and incorporated into product designs.  

Home Life Facets 

Householders occupy multiple home life facets on a 

daily basis. They may simultaneously be focused on the 

relational intricacies of being a good partner, a good 

neighbor, and a good friend; of property-oriented 

activities like cleaning, repairing, and defending the 

                                                                                  
those disruptions may enhance or hinder the social values that 
underlie the context in which the technology is situated. 

Facets Framework 

 

Facets: What aspects or 

“sub-contexts” of the 

prevailing social context are 

most salient to users? 

 

Roles: What roles are end-

users occupying? Several 

roles may be occupied at 

once, or over the course of a 

day. 

 

Rights & Duties: What 

rights do end-users expect to 

enjoy when occupying the 

role(s)? What duties are 

expected to be fulfilled?   

 

Goals: What would end-users 

like to achieve when 

occupying the role?   

 

Experiences: How will end-

users feel when their 

information flow expectations 

and preferences are aligned 

or misaligned? What is at 

stake? 



  

home from intruders; and of self-oriented behaviors 

like relaxing, creating, and managing health, wellness, 

and appearance. Further, within each home life facet, 

householders occupy a number of distinct roles, harbor 

expectations about their rights and duties, strive to 

achieve certain goals, and want to maximize certain 

types of experiences.  

When nurturing intimate relationships with their 

children, for example, householders may variously 

conceive of themselves as protectors, caretakers, and 

disciplinarians (roles). As protectors, householders 

want to know where other householders are in real 

time; as caretakers, they want (among other things) to 

coordinate schedules; as disciplinarians they want to 

ensure adherence to rules such as curfews (goals). As 

caretakers they expect to be trusted, respected, and to 

be included in decision making (rights). In return, they 

are expected to respect the autonomy of others, 

observe interpersonal boundaries, and to manage 

secrets judiciously (duties).  

Thus, each role brings with it concomitant expectations 

of rights and responsibilities, end-goals, and also 

different expectations for how information will 

appropriately flow within, between, and outside of the 

home. Table 1 briefly summarizes some of these 

factors. 

Privacy-Minded Design Features 

Applying the Facets framework to the social context of 

the home suggests a number of potentially attractive 

application or services solutions. For example, to 

enable householders to connect with each other, 

coordinate schedules, and offer encouragement  

Home Life Facets 

Nuture 

Intimate 

Relationships 

Connecting with other householders, 

knowing where others are and if they 

are safe and having their needs met, 

coordinating schedules 

Live with & 

Among Others 

Avoiding censure, sharing resources, 

getting assistance when needed, 

ensuring the rules are being followed 

Consume & 

Engage with 

Media 

Enjoying themselves, discovering 

media easily, controlling what others 

know about consumption habits 

Keep Bodies Being clean, looking good, being 

healthy, indulging without censure 

Keep House Cleaning, being organized, making the 

day run smoothly, managing 

appearances, economizing, keeping 

the home supplied 

Enjoy & 

Maintain 

Friendships 

Building rapport, charming others, not 

overburdening friends with boring 

details of home life, getting help when 

needed 

Maintain, Fix, 

& Improve 

Property 

Keeping property, sharing info to keep 

property from harm, improving 

property, keeping negative 

information to themselves 

Create & 

Experiment 

Mastering new skills, limiting who 

knows what creating until ready to 

share, sharing passions with others, 

and relaxing 

Defend your 

Small Piece of 

the World 

Securing home, conveniently 

accessing, monitoring home, 

obfuscating whether someone is 

actually home 

 

Table 1: Home Life Facets and Associated Goals 



  

(all elements of Nurturing Intimate Relationships), 

product teams may want to develop tools that allow 

household-internal light-touch geolocation tracking, 

real-time calendaring, and behavioral nudging.  

However, the framework also elicits associated privacy-

relevant norms and experiences that product 

developers will want to maximize and minimize. We 

have observed, for instance, that householders 

experience dissonance when using geolocation tracking 

tools to monitor each other’s whereabouts. On the one 

hand, householders are seeking to alleviate anxiety by 

assuring that certain others in the household are safe 

and accounted for. Viewing each other’s locations in 

real time can, under certain circumstances, provide 

peace of mind. But the temptation to monitor too 

closely can also result feelings of guilt and shame, such 

as when the person who is monitoring others learns 

that his surveillance practices are not secret.  

To illustrate: The first two authors spoke with one 

research participant, a Swedish man in his 50s, about 

his initial delight in being able to use the iPhone’s “Find 

my Phone” feature to assess the whereabouts of his 

fifteen-year-old daughter. When this research 

participant began using the geolocation tracking 

feature, he did not realize that his daughter was being 

alerted to his queries each time he did so. His 

daughter, in turn, was curious about the pinging of her 

phone but did not realize that her father was the source 

of the disruption. Baffled, she asked for his guidance 

and assistance in ‘fixing’ her phone. He was 

embarrassed. Rather than admit to her that he’d been 

checking in on her, he manufactured an explanation for 

her phone’s behavior and stopped his surveillance 

practices. He explained to us that he values the trust 

relationship that he has developed with his daughter, 

and he does not want to jeopardize this by monitoring 

her without her awareness or permission 

In a situation like this, a designer wanting to facilitate 

peace of mind and minimize trust-damaging behaviors 

might contemplate building in options to selectively 

enable mutually-agreed upon sharing policies between 

select household members.  Perhaps this father-

daughter dyad could agree to share locations with 

reduced granularity (such as at a neighborhood level) 

at select intervals (once per hour) within select time 

windows (evenings) as a condition of being allowed to 

go into the city with friends. They may agree that 

spatial granularity increases after curfew, and also that 

they will activate built-in visual cues that remind the 

daughter when her father is tracking her. The father, in 

turn, may welcome nudges that encourage him to 

refrain from checking in too frequently. 

This is merely one example of how the Facets questions 

may be used to guide the incorporation of privacy-

minded features into products. Each element has 

design implications. What information flow options will 

end-users regard as “friendly”?  It depends, among 

other things, on the multiplicity of factors laid out here, 

including which users or set of users are envisioned to 

be using the tool, in what capacity, to achieve what 

ends, and at what costs. The point is that best practices 

for data collection, storage, use, and transmission may 

look somewhat different across and within social 

contexts. By taking a thoughtful approach at the 

outset, researchers can help a wide variety of 

practitioners identify and understand prototypical roles, 

relationships, and power structures that exist within the 

scope of the activities they are exploring. 
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