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Abstract
The vast amounts of personal data collected by technolog-
ical systems coupled with the increasing sophistication of
data analysis techniques mean that compliance with privacy
regulations is more important, yet more challenging, than
ever. To ensure compliance, privacy regulations need to
be made intelligible and relevant to those who design and
deploy these systems. Privacy ideation cards have been
proposed as a technique that could make privacy laws and
regulations understandable and actionable for system de-
signers and software developers. Our research aims at
extending this approach, originally developed for the Eu-
ropean Union (EU), to the regulatory context of the US. We
describe the challenges involved in such an extension along
with an outline of our plans for tackling them.
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Introduction
Over recent years, there has been an exponential growth
in the levels of personal data that are generated, collected,
stored, and analyzed as a result of users’ everyday inter-



actions with online and offline technological systems and
services. Moreover, advances in computational data anal-
ysis techniques, such as machine learning and computer
vision, make it possible to infer personal traits and deduce
private information. This combination of greater amounts of
data and more sophisticated processing techniques exac-
erbates existing privacy issues and introduces new ones.
Therefore, it is increasingly necessary to address the pri-
vacy consequences of these technological advances.

Laws and regulations enacted by governments, alongside
those proposed by intergovernmental treaties and non-state
actors, provide a framework of compliance guidelines for
privacy-affecting systems. However, it is ultimately system
designers and developers that are tasked with building sys-
tems compliant with these privacy laws and regulations.
Regulatory guidance is written for a legal audience and is
typically inaccessible to most technology professionals. Ad-
ditionally, due to organizational constraints, designers and
developers may not possess the resources or the autonomy
to address privacy compliance in their technical designs. As
a result, privacy compliance matters often get relegated to
the testing and quality assurance phases, late in the system
development cycle. Such late attention can limit the extent
to which privacy is handled effectively, which has led to calls
for “Privacy by Design” (PbD) [1]. Late discovery of non-
compliance can lead to significant losses in terms of wasted
development and deployment costs as well as fines and le-
gal damages. Paying attention to privacy issues early and
throughout the system building process could help foster re-
sponsibility toward privacy compliance among those work-
ing in the system development trenches. Even if these indi-
viduals lack the autonomy to make design decisions, having
an informed perspective on privacy compliance would en-
able them to bring these issues to the attention of those
with decision making authority.

Human Computer Interaction (HCI) researchers have been
paying increasing attention to the challenge of making pri-
vacy laws and regulations comprehensible to technology
professionals. One such approach [6] proposed a set of
‘privacy ideation cards’ as a design instrument for mak-
ing data protection provisions in the EU General Data Pro-
tection Regulation (GDPR) [2] understandable and action-
able by system designers. Our research aims to extend
this work by developing an analogous set of cards for US
privacy laws and regulations. We plan to apply the devel-
oped cards in real-world commercial system development
projects. We first present an overview of the EU privacy
cards and then turn to the challenges of translating the tool
to the US context, where data protection legislation is less
clear-cut.

Privacy Ideation Cards in the EU
Ideation cards are a methodological instrument to promote
creative design ideas around a topic. Such cards have been
shown to benefit the design of systems dealing with top-
ics as diverse as human values [5] and security threats [4].
Previous work has also explored the use of ideation cards
for translating abstract and dense privacy concepts into
concrete designs and functionalities suitable for real-world
software projects. An exploratory study by Luger et al. [6]
surveyed EU privacy experts to develop cards representing
four key privacy topics in the EU GDPR, viz., data breach
notification, explicit informed consent, right to be forgot-
ten, and privacy by design. These ‘regulation’ cards were
included as one ‘suit’ in a deck of ideation cards, along-
side three other suits: (i) systems; (ii) user groups, and (iii)
constraints. Groups of 5-6 software professionals utilized
the deck for a system design activity in which they drew six
cards from the deck face down. In order to allow the design
scenario to gain in specificity as the activity progressed, the
faces of each of the six cards were revealed only at spec-



ified times during the activity, with constraint cards being
revealed part-way through and regulation cards last. Each
group discussed the assigned design scenario throughout
the activity, using the cards as prompts for reflection on pri-
vacy compliance. Results of this preliminary study indicated
that the cards succeeded in enabling consideration of pri-
vacy issues in the fictitious design scenario presented to
the groups of software professionals. Our goal is to build
on this first step and develop the cards as a mature tool for
facilitating consideration of privacy compliance in system
design and development processes. To that end, further in-
vestigation is needed to extend the set of regulation cards
to regulatory frameworks beyond the EU GDPR and to un-
derstand how the cards could be employed in real-world
system development in the industry.

Privacy Ideation Cards in the US
Today, systems are typically deployed and used globally,
requiring compliance with legislation from multiple jurisdic-
tions. Therefore, Luger et al. [6] identified extension of their
research to non-EU jurisdictions as a key area for future
work. We take up this challenge, focussing on understand-
ing how to develop an analogous set of privacy ideation
cards for the US, which is an influential jurisdiction for sys-
tem design, development, and deployment. To achieve this
goal, we replicated Luger et al.’s approach by developing
a questionnaire to understand the laws and regulations in
place to protect personal data in the US. We formulated
a pilot questionnaire around a core set of data protection
principles and circulated it to experts in US privacy law.
Respondents were asked to comment on the relevance of
each principle for the US legal and regulatory context.

The pilot revealed that replicating the EU approach in the
US is not straightforward. Initial responses to the pilot ques-
tionnaire pointed to the difficulties in representing US law

in a comparable set of principles, due to the way US law is
structured. Unlike the EU GDPR, there is no single, com-
prehensive US Federal law regulating the collection and
use of personal data. Instead, the US has an assortment of
federal and state laws and regulations that are often over-
lapping or sometimes even contradictory. Additional pri-
vacy regulation is enacted by intergovernmental treaties
and industry groups and standards bodies. Our respon-
dents noted that principles derived from the Federal Trade
Commission’s Fair Information Practices [3] were the most
akin to the set of principles we were trying to formulate, but
remarked that “it’s tough to say that any of these principles
are really enshrined in US law.” The responses of the US
legal experts paint a picture of a framework of rules, poli-
cies, and guidelines that include many that provide princi-
ples for self-regulation instead of being enforceable by law.

We plan to utilize this initial insight to untangle and distill the
US privacy regulatory framework via further engagement
with privacy experts through the combination of a question-
naire and interviews. The goal of this combined approach
is to help us identify a set of privacy compliance principles
to be represented in the form of US-specific privacy regula-
tion cards. Next, we will partner with two large, multinational
companies to conduct workshops during which technol-
ogy professionals at the companies will engage in design
activities using a deck of ideation cards that includes the
US regulation cards. We will investigate how the use of the
cards could improve privacy compliance at lower cost and
how such design activities could be integrated into system
design practices in the industry.

Our research will contribute to the practice and the dis-
course of PbD in a number of ways. Practically, we will
provide a publicly available deck of ideation cards to facil-
itate the design, development, and deployment of systems



that take privacy compliance into account at every step from
conception to deployment. We will also provide guidance on
how the technique could be operationalized and integrated
with industry processes. From a theoretical point of view,
we will analyze the costs and benefits — individual as well
as organizational — of such an approach to privacy compli-
ance for large scale real-world systems.

Conclusion
Tools and techniques are needed to make privacy laws and
regulations understandable and relevant to system design-
ers. Our research is inspired by an exploratory study that
designed a suit of ideation cards for four principles from the
EU GDPR. We aim to extend this work by designing a suit
of privacy regulation cards to represent the US regulatory
framework. Our initial findings underscore the challenges
involved due to the need to distill a myriad of US Federal,
state, and local laws, regulations, policies, and guidelines
into a single set of actionable principles. We further plan
to utilize the cards for design activities in the industry. In
addition to providing a method and a corresponding tool
for privacy compliance, we expect to contribute to the PbD
agenda with an understanding of the implications of our ap-
proach for system development processes in the industry.
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