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Abstract
Here we present an experiment in which end users were
able to interact with an application that measures online
risk. One of the challenges of privacy by design is that it
is difficult for end users to know if they are working with a
privacy-aware system. Two web pages that appear identi-
cal may have very different profiles in terms of information.
Similarly, two network connections that may appear the
same can have different confidential data. We describe our
application and its connection with the foundational princi-
ples of privacy by design.
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Introduction
We have developed and tested an application that ad-
dresses users as busy people engaging with a network
that presents a plethora of risks. Rather than isolating and
categorizing these risks, our application assumes that the
individuals are concerned about privacy loss instead of the
mechanism behind the loss. So, instead of classifying risk,
this design leverages end user interests in avoiding risks



of all types. No specific user will care if information is ex-
filtrated because of bad security or bad privacy, only that
the disclosure has happened. By integrating the risk and
providing a single-click mitigating technology, we are able
to leverage the previous research in risk communication.
This system is closely aligned with privacy by design princi-
ples [1].

Our application is proactive not reactive. Using technol-
ogy creates opportunities for information loss via exploitive
technologies, bad design, and active attacks. Non-expert
users usually rely on common security controls such as
antivirus, firewalls, and antispam; thus, they are putatively
protected by privacy policies. Security controls provide re-
active defenses for cyber attacks and rely on early detection
and attack signatures to effectively fight against viruses
and malware. They also require minimum knowledge and
use very little computer power. Even in these optimal con-
ditions, security options collapse against zero day attacks,
showcasing their inability to adapt to novel circumstances.
Privacy controls require that individuals understand the risk,
and invest in high levels of privacy awareness. Yet simple
research has shown that it is not possible to read every pri-
vacy policy [7]. Privacy technologies are often grounded
in strong desires for anonymity, as opposed to supporting
the ability to interact in different ways and in different con-
texts [4].

Privacy is an optional default setting means that individuals
should be able to block information exfiltration either by pol-
icy (which many refer to as privacy) or by technical means
(which may be a privacy or security issue). With our appli-
cation, risk averse users can set a level of risk tolerance.
The level changes the corresponding information that is
loaded on a webpage. Alternatively, other users can choose
to accept the risk of a webpage and load everything. This

brings us to the next principle.

Visibility and transparency requires that individuals know
when they are exchanging their privacy for some function-
ality or information. It has been shown that the opposite of
privacy is price discrimination [5]. Companies track users
for economic reasons. Every web site is conceptually a bar-
gain or contract. Yet these bargains are being made blindly
with no negotiation power by the end users. Providing visi-
ble blocking of valuable content, yet making acceptance of
information exfiltration easy, empowers the end user. This
can be done without requiring end user education, and in
fact, is orthogonal because it is about preference. As one
user noted, he liked the tool when it ’blocked things I did
not want’ but it was problematic when it blocked, ’things
I want’. This may be as subtle as preferring the Golden
Globe videos over the NFL Playoffs, or alternatively the
presentation on the Juniper flaw from Real World Crytpo as
all these require accepting Abode-based content which may
have trackers. Predetermining what a user wants blocked
requires a high degree of personalization and thus track-
ing. In contrast, we allow users the ability to enable each of
these by selecting the content and changing the risk level
with one click, all with minimal tracking.

Respect for User Privacy requires that designs be user
centric. In this system, we provide users with a trivial method
for stopping web profiling by allowing them to enable only a
highly limited number of scripts, trust few certificates, and
disable web tracking non-functional add-ons. Content which
is associated with risks including video and Flash is dis-
abled as well. Models of risk have a slight advantage over
models of privacy because they often diverge from user
wishes [3]. By providing contextual controls with a broad
concept of privacy, users are able to make their own deter-
minations.



Figure 1: A screenshot of the application.

In the following sections we describe some similar tools,
how our application was created, and provide preliminary
results.

Background and Related Works
There are many existing privacy applications with similar
functionality as ours. Some popular ones are Ghostery and
NoScript. Ghostery is a browser extension that gives users
the power to control JavaScript embedded on a website.
Similarly, NoScript blocks content such as JavaScript, Java,
and Flash unless the site has been placed on a whitelist.
What makes our application different is its ease of use.

Our application, shown in Figure 1, involves a simple three
button panel. We used the mental model of a safe space
for this design. In the high risk tolerance setting of a typi-
cal news site, the video and the background tracking are
blocked. A risk tolerant user would accept the risk by push-
ing the most vulnerable pig. Interviews illustrated that users
understood the association between risks and the settings,
e.g., ’I am the pig. That pig is dead.’ was a description of
the high risk setting by one user.

The core theoretical grounding of this application is user-
centered design using risk communication. We built upon
basic usable security research [8, 2, 6] as well as studies of
privacy behaviors.

Design
For our experiment, we gathered 50 participants through
flyers around Indiana University and various religious build-

ings. We specifically looked for non-technical users in order
to find a good representation of the population. Participants
were paid $5 for a a starting interview hosted by our qualita-
tive team. It consisted of basic demographics and technical
knowledge questions. The participant was also asked to
bring their laptop in order for our technical team to install
Mozilla Firefox and the application. We also informed the
participants to use the Firefox browser for as much of their
internet usage as possible without using any other privacy
extensions, such as NoScript, Ghostery, and AdBlock.

The participants returned weekly for 4 weeks and were paid
$20 for each returned session. During each session, there
was another round of interviews as well as a technical in-
spection of the application. At the end of the four weeks,
there was an exit interview and survey for which the partici-
pant was paid $15.

Recall that our risk-controlling application allows the partic-
ipant to choose among 3 risk tolerance settings. Low risk
tolerance (1) does not load anything on the web page ex-
cept for the text while Medium (2) allows images, Javascript
and Meta refreshes. High (3) shows the website as normal.
The application also collects information for analysis such
as network information, certificates (protocols and web con-
text), and password/username details.

Initial Results
We first checked how often a user spent between each of
the settings. This is shown for the last week in Figure 2.
While there were some users that chose to be in high risk,
most users spent a majority of the time in medium risk and
very little in the low risk. We also noticed that users chose
a higher risk setting when surfing social media sites, most
likely because these sites are commonly visited and the tool
blocks most of the information on such web pages.



Figure 2: The percentage of time spent in each risk tolerance
category from a sample of experimental subjects during the last
week.

We are currently using Dedoose, a qualitative analysis soft-
ware, to get results from the interviews. Currently, our re-
sults show that people responded positively to the appli-
cation, but did not like that it blocked almost everything on
social media sites such as Facebook and Twitter. While we
did consider this in our original design, adding more fea-
tures would increase the complexity of the application, thus
making it more difficult for the user.
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