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Abstract 

Even as research about privacy principles and best 

practices for Privacy by Design (PbD) become 

increasingly evolved and sophisticated, businesses 

often fail to follow or consider these privacy principles 

during product development. In this paper we outline 

several phases in the product development lifecycle and 

highlight common pitfalls that can hinder PbD, practical 

strategies to help prioritize PbD, and the potential 

impact of these strategies in each of these phases. 

These touchpoints are meant to be multi-disciplinary, 

useful for anyone who works in product development, 

from designers and engineers to compliance and legal 

officers, as well as for academics who would like to see 

their research more effectively implemented in practice.  
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Introduction 

Over the past several decades, human computer 

interaction scholars have developed an increasingly 
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nuanced understanding of the nature of privacy and 

best practices for the implementation of Privacy by 

Design (PbD) [1, 2, 3]. Typically, the best practices for 

PbD are not violated due to a wanton lack of care but 

rather due to either a lack of awareness or due to 

limited time and resources and the deprioritization of 

privacy experiences relative to core interactions. In this 

paper, we present strategies for improving awareness 

and increasing the prioritization of privacy by design 

throughout the product development cycle.  

Background 

Product development (especially in larger 

organizations) occurs in many stages and involves 

contributions from many stakeholders. Thus, PbD 

cannot be the sole responsibility of or completely 

implemented by one individual. In a typical 

organization, there may be designers creating the 

visual elements of the product, user experience 

researchers testing the effectiveness of the UX based 

on the needs of customers, project managers setting 

deadlines and defining the scope of work, software 

engineers developing the product, executives defining a 

market strategy and evaluating the work, and lawyers 

evaluating regulatory privacy requirements or defining 

trademark requirements. In especially large 

organizations, there may also be individuals (such as 

privacy managers) specifically tasked with providing 

guidance about the implementation of privacy 

requirements, thereby safeguarding user privacy.  

In order to build a culture of PbD, it isn’t sufficient to 

have one (or a handful) of people in an organization 

with knowledge of PbD. For successful implementation, 

many of these stakeholders and decision makers must 

also buy in to the process. People hoping to instill a 

PbD mindset must keep in mind that their stakeholders 

are involved in the different stages of the product 

development cycle and each have different motivations 

and priorities depending on the stage. Thus, the 

potential pitfalls that can get in the way of PbD and the 

strategies that can be used to promote PbD differ in 

each cycle.  

Product Development Lifecycle 

We break the product development cycle into three 

phases: 

- Early development: the planning for the 

product occurs in early development. Scenarios 

often guide the definition of the feature and its 

design.  

- Mid development: work items are concretely 

articulated and prioritized based on budget and 

need. All engineering and design work occurs 

for product release.  

- Post development: The product is in RTM 

(released to manufacturing) status and 

available to the public. Product and telemetry 

data, and media and user feedback is analyzed 

to understand product adoption.   

For each phase, there are associated privacy-relevant 

tasks, potential obstacles for PbD, and implementation 

strategies, detailed in Table 1.  

 



  

Product Development 
Stage 

Core Privacy-Relevant 
Task 

Potential Obstacles to 
PbD 

PbD Implementation 
Strategies 

Early Development 
(planning product) 

Defining product use 
cases & core scenarios 

Developing default 
privacy settings 

Creating information 
sharing models 

Failure to recognize 
diverse use cases & user 

personas (e.g. location 
tracking & sensitive 
populations) 

Lack of awareness of 
settings design best 
practices  

Business and user goals 
can be in conflict 

Conduct user interviews and 
review PbD best practices & 

research  

Test PbD best practices using 
A/B tests, online prototypes 
studies, and user studies. 
Show concrete impact on user 
satisfaction.  

Educate about the importance 
of balancing business & end 
user goals. Emphasize that 
meeting user goals is essential 
for meeting long-term 
business goals.  

Mid Development 
(creating product) 

Triaging & prioritizing 
features 

Creating interfaces 

Features perceived as core 
to experience get 
prioritized over privacy 
management/safeguards. 

Privacy seen as 
peripheral.  

Communicate risks effectively 

Work with a cross-discipline 
team and ensure that 
everyone understands the 
privacy requirements, 
strategy, and implementation 
elements.  

Post Development 

(evaluating & iterating 
the product) 

Analyzing press & user 

feedback about privacy 

Evaluating analytics data 
about privacy settings 
use and product 
use/abandonment 

Stakeholders fail to take 

customer feedback 
seriously 

Multiple explanations exist 
for behaviors 

It may be a challenge to 
connect behavior to 
privacy concerns 

Find ways (surveys, 

longitudinal studies, user 
interviews) to understand how 
violations of PbD lead to user 
abandonment. Once 
understood, communicate this 
to decision-makers & 
stakeholders.  

 

Table 1: Privacy strategies for Privacy by Design in each phase of the software development lifecycle. 



 

Conclusion 

Throughout the product development cycle, various 

touchpoints exist where different aspects of privacy can 

be integrated into the product. We present some 

strategies from our experiences at Microsoft. PbD is an 

multi-disciplinary effort, and we understand that the 

strategies presented here are only a beginning.  
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